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1.
OVERVIEW

Good privacy practice should enhance and not hinder best clinical practice and optimal patient care. The paramount concern of doctors is the health care and well being of their patients. The National Privacy Principles should allow collection of information to accommodate the aim of a doctor to provide proactive, preventative and holistic health care. The privacy legislation should not obstruct doctors from providing such care unless patients clearly indicate a wish that their health information be handled differently. This approach provides the doctors with the opportunity of explaining to patients the implications of such requests. Patients’ rights to access their information should take into account the potential for interference with the therapeutic relationship and patient harm. Breaches of patient privacy by the media must be addressed. 

A failure to separate privacy principles as they relate to the handling of health information from principles of best clinical and ethical practice can endanger patient health and well being and is ethically unacceptable.

The commendable work of the OFPC 

At the outset the AMA wishes to commend the Office of the Federal Privacy Commissioner (OFPC) in the way it has approached its task of administering the Privacy Act as it applies to the private health sector in two particular respects. 

First, its ‘light’ touch approach recognises that the medical profession itself considers that good privacy forms part of good clinical practice. The ‘light’ touch allows doctors to continue their commitment to patient privacy as an essential component of good clinical practice rather than viewing privacy as simply something to which doctors must comply to avoid legal consequences. Second, the OFPC has worked cooperatively with the AMA in sharing information about difficulties doctors have encountered with the Act, taking part in the AMA’s privacy education programs, and in being available to clarify privacy issues. The OFPC has recognised and attempted to address both perceived and real difficulties posed by the legislation. An example of this was the obtaining of a ‘Public Interest Determination’ when it was required.

The work of the OFPC has occurred despite the severe lack of resources provided to it to investigate and rectify privacy complaints, carry out educative campaigns, take action on its own initiative, and be proactive in the administration of the Act.

We take the opportunity in this submission, however, to point out what we see are some serious concerns with the operation of the private sector provisions of the Privacy Act as they apply to doctors. 

 The need for overarching health specific privacy legislation

The AMA’s submission on the Review of the private sector provisions of the Commonwealth Privacy Act 1988 are limited to the application of the provisions as they apply to the private health sector. 

The application of a ‘one size fits all’ privacy solution across all industries has posed difficulties for the health sector with its endless possibilities of complex medical/ethical situations that health service providers and doctors in particular face. The situation is made more complex by uncoordinated health specific privacy legislation in most State and Territory jurisdictions. This ‘mish-mash’ of law calls for a replacement set of nationally coordinated health specific privacy principles, or an overarching national health privacy code.

In 2001 the AMA was consulted by the OFPC on health specific privacy guidelines to the year 2000 amendment of the Privacy Act and its National Privacy Principles (NPPs) as they apply to the private sector. 

We said then and repeat now that overarching health privacy legislation is vital to adequately and appropriately protect patient privacy. The development of the Australian Health Ministers’ Advisory Council’s (AHMAC’s) National Health Privacy Code is an attempt to meet this need.

The need for legislative changes before the issue of the National Health Privacy Code

The Issues Paper states at page 12 that it intends to take into account AHMAC’s work on the National Health Privacy Code (NHPC). 

While the AMA is in favour of a single set of privacy principles for the health sector, the AMA urges that the NPPs be appropriately amended before the NHPC is issued, so that the NHPC can incorporate workable privacy principles; for example, a better approach to the principles about the meaning of ‘primary’ and ‘secondary’ purpose, and patient access to records.

The need to amend the legislation

The AMA submits that some amendments to the NPPs are required to enable these generic principles to be applied to the health sector in a manner that does not impede good ethical and clinical practice. Suitable amendments are also necessary to protect patient privacy from exposure to the media, make electronic records secure, and permit research in the public interest. In this submission the AMA’s major recommendations are that:

1. The concept of ‘primary purpose’ in NPP 2 of collection of personal information when applied in the context of health care should accommodate the meaning of ‘the health care and well being of the patient’, unless another meaning is specifically agreed to between the doctor and the patient. The AMA argues that the doctor’s professional and legal obligations do not permit the single ‘primary purpose’ of collection to be construed narrowly as being the purpose of diagnosis and treatment of a single presenting condition. This interferes with the delivery of holistic health care.

2. The provision for patient access to their health records should incorporate exemptions where that access could cause patient harm short of a ‘serious and imminent threat to an individual’s life, health or safety’ required by NPP 6. The AMA supports a person’s right to access information held about them. However, in the health care context, there are occasions where that access can cause harm to the patient or interfere with the therapeutic relationship. This poses a serious problem for doctors such as GPs and psychiatrists in particular, in the proper provision of mental health care. Further, NPP 6 fails to protect the doctor’s private or preliminary views in the thinking processes required for full medical assessments, accurate diagnosis and the formulation of treatment programs, and patient access to these private notes exposes patients to less than optimal health care.

3. The Public Interest Determination (PID) relating to the collection of family and social histories should be made indefinite by its incorporation into the NPPs. The PID proved necessary to permit completion of patient medical histories and the delivery of proper health care. The legislation should be amended accordingly.
4. Further resources be allocated and attention given to the privacy of electronic health records to ensure their security. National standards for the secure storage and transmission of electronic health information are required, and the OFPC should be represented on a range of key national electronic health initiative forums.

5. The current media exemption to compliance with the private sector provisions of the Act should be removed. 

The AMA elaborates on other matters of concern in this submission. In particular, we strongly urge that the issue of children’s privacy, the privacy of genetic information, and the issue of the exemption of political organisations from compliance with the Act in certain circumstances, though excluded from the Terms of Reference, be addressed in this Review.

The submission addresses the issue of medical research stating that there should be a broadening of the narrow application of the exemption of ‘Research relevant to public health or public safety’ to reflect public interest requirements.

Most importantly, the AMA reiterates its view that the OFPC should be sufficiently resourced in order to carry out the functions of the Office under the Act. In the AMA’s view further resources are required than are presently at the disposal of the Privacy Commissioner for administration and enforcement of the Act generally. This also includes adequate resources for consumer and professional education in light of any changes to the current legislation. 

2. COMMENTS ON REVIEW PROCESS
2.1
The Terms of Reference

The AMA recognises that the Attorney-General set the Terms of Reference for the Review. However, we express concern about the specific exclusion of important matters that need to be addressed.

In particular:

· Children’s privacy;

· Privacy of genetic information; and

· Exemption of political organisations from the operation of the Act in certain circumstances.

Although these matters form part of other reviews, it is essential that they be included in the Review of the Commonwealth Privacy Act 1988 that deals with them so far as it applies to the private sector. An effective review process cannot occur while the policy intent about these important matters is being separately considered. The AMA believes that exempting these matters from the scope of the review is a flaw in the review process, particularly as those who tabled submissions to these other reviews may not have formulated their submissions with a concentration on the application of the Privacy Act.   

We therefore briefly address these issues in this submission in Part Four below.
2.2
Transparency of the review process

To increase accountability and transparency in the review process, the AMA requests that the public submissions be placed on the Federal Office of the Privacy Commissioner’s website before the Federal Privacy Commissioner tables her report to the Attorney-General.

2.3
Use of work of the National Health Privacy Code 

The AMA submits it is inappropriate to take into account the work to date on the National Health Privacy Code (NHPC) being developed by the Australian Health Ministers Advisory Council (AHMAC) as suggested at p.10 of the Issues Paper.

Firstly, we say that in order to comply with the current law the proposed NHPC has to necessarily take into account the existing terms and scope of the NPPs. Depending on the outcome of this Review these might change. It should be understood that AHMAC’s work has been done within the constraints of the existing law, including the unworkable aspects of the NPPs. Taking this work into account, therefore, could pre-empt aspects of this Review. 


Secondly, the Federal Privacy Commissioner, her Office and the community have been left in the dark about how such a Code (being health specific and covering Federal and State jurisdictions) constitutionally will fit into the Federal privacy legislative scheme. 

The relationship between the privacy legislation under review and the NHPC being developed by the AHMAC needs to be clarified. The status of the NHPC needs to be clear and agreed to. 

3. CURRENT PROBLEMS WITH THE NPPs

There are five main matters upon which we seek to comment under this heading. They concern the concept of ‘primary purpose’ in NPP 2 as it relates to the collection, use and disclosure of health information; the provisions for access under NPP6; the collection of family and social histories, the subject of a Public Interest Determination that modifies NPP 1; the security of electronic health records; and the exemption that currently applies to the media. These will be dealt with in turn. 

3.1
The concept of ‘primary purpose’

Submission One

That the concept of ‘primary purpose’ when applied in the context of health care should accommodate the meaning ‘the health care and well being of the patient’, unless another meaning is specifically agreed to between the doctor and the patient.  

Good privacy practice forms part of good clinical practice and complements doctors’ duty of confidentiality. However, some doctors report that they experience difficulty in incorporating into their privacy policy the legislative obligations imposed by the NPPs without compromising best clinical practice. This arises largely because of the generic nature of the NPPs which are not health specific, but rather are designed to apply to all industries in the private sector. 

3.1.1 The ‘primary purpose’ of collecting health information

NPP 2 incorporates the concept of the sole ‘primary purpose’ for the collection of personal information.
 The information collected for the ‘primary purpose’, or a secondary purpose directly related to the ‘primary purpose’ of collection, can be used or disclosed for that purpose without further specific consent being obtained from the individual.

What constitutes that ‘primary purpose’ in the health care context is a critical matter that underlies the whole privacy scheme.  

The AMA submits that in the health care context the ‘primary purpose’ of collecting personal information is to provide for the person’s health care and general well being, unless a more limited purpose is clearly envisaged or agreed to by the patient and doctor.

Doctors generally understand ‘health' to refer to the physical health of the entire body, not just certain 'bits and pieces' (eg. limbs, organs).  'Well being' refers to one's welfare or mental, emotional, and even spiritual 'health' (and is thus intrinsically linked with one's physical 'health').  'Health care' is thus comprised of both health and well being.  It is holistic.

The care of a patient’s health and well being is not achieved by episodic care.  The process is not static, nor can it be temporally defined.  One's past health and well being impacts on one’s current health and well being which in turn influences one’s future health and well being.  Health care is an on-going process that spans from conception through to death.  Most valuable health care interventions are opportunistic. That is they are unrelated to the primary reason for the patient attending the doctor.

The reference in NPP 2 to the ‘primary purpose’ of doctors collecting health information about patients should, in the health care context, be for ‘the health care and well being of the patient’. This permits a workable application of the NPPs generally so far as they deal with issues of consent for collection, use and disclosure of information, the ‘secondary purposes’ for which further consent is or is not required for use and disclosure of that information, and the requirements about the timing of the destruction of medical records. Only then will the application of the NPPs work to enhance, not hinder good clinical practice.

3.1.2 The construction adopted

However, this is not the approach taken by the OFPC to date, and indeed, the AMA understands that the OFPC has legal advice that NPP2 is not open to such a construction. 

The way in which the NPPs have been applied is to assume that the collection of personal information by a doctor is for the purpose only of investigating, diagnosing, advising and treating a particular health issue, that is, the doctor is able only to use that information for the purpose of that episode of care.

This causes insurmountable problems to the efficient, effective and safe delivery of health care services, requiring a myriad of consents, and causing undue cost and delay as well as the risk to patient health. The AMA has provided examples of the problems this approach to the application of the NPPs gives rise to in its Submissions on Draft Health Privacy Guidelines, August 2001, accessible on the AMA’s website at ama.com.au/web.nsf/doc/WEEN-66586H/$file/draft_hpg.pdf.
The AMA previously argued that the terms of NPP2 are open to a construction that supports the primary purpose being sufficiently broad as to permit a holistic and preventative approach to the health care of a patient. The AMA argued then, that the NPPs, with appropriate adjustment to the Guidelines on Privacy in the Private Health Sector, November 2001, could be incorporated into doctors’ privacy policies accordingly. 

The OFPC has determined that the default position is that the ‘primary purpose’ is restricted to the episode of care about which the patient attends, and that patients must otherwise specifically agree to the use of their information for other purposes, or for a holistic approach to their health care. The OFPC argues that this is intended to protect patients from disclosure of information, say their HIV or pregnancy status, to others in the treating team when not directly relevant to the particular episode of care.

In answer to this concern, the AMA has pointed out that it is, and will always remain, a patient’s right to restrict the use of their information by discussion and agreement with their doctor. No one can force a patient to provide particular information, and the AMA’s Code of Ethics specifically informs doctors to respect this right.  

Given the OFPC’s view that the NPPs envisage a narrow view of the ‘primary purpose’ and they are not open to a broader construction when applied to the collection of health information by treating doctors, these submissions will assume, therefore, the correctness of that assumption.

The AMA also accepts that NPP 10.2(b)(ii) that permits collection of health information  ‘where it is necessary to provide a health service to the individual’ in accordance with rules established by competent health or medical bodies that deal with obligations of professional confidentiality which bind the organisation, provides no relief. Codes of ethics that might form such a body of rules are not ‘binding’ as they do not have the force of law. In any event, even if ‘binding’ was amended to substitute the word ‘guide’, unless the concept of ‘primary purpose’ is given a broader meaning, restraints remain on the information collected being used and disclosed to achieve holistic care. 

The narrow view of ‘primary purpose’ is compounded by an unrealistic threshold test provided for in NPP 2.1(e)(i). It states that before patient information can be disclosed to another person without the patient’s consent it must be shown that there is ‘a serious and imminent threat’ to an individual’s life, health or safety. The exemption does not accommodate cases where the disclosure is necessary to avoid possible or future harm to a patient, and which disclosure is not for the ‘primary purpose’ for which the information was originally collected.

3.1.3
The consequences 

The flawed drafting of NPP 2 arises from a fundamental misconception of the role of doctors and a failure of the legislatures to accommodate the ‘doctor-patient’ relationship, which is founded on the principle of confidentiality. 

The narrow construction of the ‘primary purpose’, in turn, limits what falls within secondary purposes that are ‘directly related’ to the primary purpose. It substantially widens the ambit of what falls within the concept of ‘secondary purposes’ for which specific consent is required before material is used or disclosed for attending to different aspects of a person’s health care. The use and disclosure of health information for the purposes of ongoing health care is, thus inappropriately obstructed.

The need for management of some problems might not be appreciated by either the doctor or patient at the initial encounter. They may become apparent, say after a patient is sent to hospital for an unrelated problem, and the assessment, diagnosis and continued management of the problems require the use of the original information collected.  The management of a patient’s health cannot be dissected into the management of various conditions.

If ‘primary purpose’ is purely encounter related, where the patient is indisposed, the consent of a relative must be obtained before a patient’s information is disclosed for the purpose of the ongoing health care. This erodes confidentiality. It might entail, for example, the doctor revealing the HIV or pregnancy status of the patient, contrary to the policy intent of the privacy principles.  This breach of confidentiality strikes at the heart of the patient privacy that the privacy legislation sets out to protect and undermines the confidential nature of the doctor-patient relationship.

Worse, the consenting relative, parent or guardian has the power of veto over the use and disclosure of the information, despite the health care needs of the patient, unless there is a ‘serious and imminent’ threat to the life, health or safety of the patient. Thus, the mentally able, awake and alert, adult English speaking patient will be entitled to receive appropriate health advice and treatment promptly.  Not so the mentally disabled, or a child with a non-English speaking parent or the unconscious.  

The doctor who has the confidence of his or her patient and is privy to all their personal information, might be better placed to make decisions for the patient than another person to whom detailed information needs to be given to ensure the consent is fully informed.  

A danger of the restrictive approach to the use of health information is that it serves to increase the vulnerability of those less assertive patients who depend upon their doctor to take care of their health in a holistic manner. 

If the patient (or their guardian) finds the consent expectations too strenuous or impractical and chooses not to be tracked down every time consent is needed, then their health care suffers.  If the doctor does not follow through in the interests of the patient’s health care, they may be in breach of their duty of care, and be exposed to a medical suit for damages.

The standard of care required for a doctor to discharge their duty of care is that reasonably expected of the ordinary skilled person exercising and professing to have a special skill.  In exercising the duty of care owed to a patient, a doctor is expected to regard the patient’s interests as paramount. The doctor-patient relationship is based on trust and the doctor must respect confidentiality and the patient’s need for health privacy. Doctors are ethically obliged to always act in their patient’s best interests. However, a patient’s health is put at risk and a doctor is exposed to a suit for damages for negligence if he or she, in giving supremacy to privacy obligations over considerations of patient health, fails to pursue all reasonable avenues available to assess, diagnose and treat a patient for any condition about which a doctor might become aware. 

For example, an obese patient attending for a cut finger might be provided with advice from the doctor on how to prevent a heart attack in later years. A 32 year old patient is not likely to attend their doctor in order to ask how to prevent heart attack when 80 years of age. A further example of a doctor being expected to use patient information for a purpose beyond the ‘primary purpose’ in the discharge of his or her duty of care is to follow up medication compliance where non-compliance is suspected.  

Often is the case where a doctor, whose skills and training are limited to a particular field, wishes to report a medical observation about a patient to the patient’s GP without raising the matter first with the patient. The exemption to disclosure does not apply, as it is not ‘a serious and imminent threat’ to the patient’s life, health or safety.


For example, an ophthalmologist might observe signs of depression in a patient being seen for eye problems.  Not being comfortable raising the matter with the patient, which might provoke an expectation in the patient that expertise is at hand, the ophthalmologist exercising appropriate clinical judgment, chooses to mention the matter to the referring General Practitioner (GP). The ophthalmologist is not a trained counsellor and by mentioning the matter to the patient might find him or herself having to discuss the options and provide advice.  Further, mentioning the matter can impinge on the doctor-patient relationship already developed.

By way of further example, a GP on seeing a record of a service or results of a service, might suspect, find or diagnose a condition not related to the reason for the encounter (e.g. a blood borne disease discovered from a blood test for another purpose).  The GP may need to explore this aspect of the patient’s health with others, or authorise further testing of the blood sample without the opportunity of discussing the issue with the patient, who might be indisposed.  To obtain the consent of a relative to disclose information in order to carry out a further test, say for HIV/AIDS, would constitute a serious breach of patient confidentiality.

The way in which the NPPs are cast assumes that an individual consults a doctor about only one condition.  That is rarely the case. Patients often present with more than one discrete medical condition. Perhaps on presenting with a cut finger (a condition) there is also a request for a Pap smear.  The Pap smear can’t even be characterised as ‘directly related’ to the primary purpose of collecting health information for the purpose of attending a cut finger. The current law on the handling of health information requires a separation out of the episodes of care in the course of one consultation.

Where a patient does attend a doctor for a discrete episode of care, on seeing the patient, the doctor might not regard the attendance in the same light. The GP in particular who takes a holistic and preventative approach to medicine might need to ensure that the simple ‘cut finger’ is not caused by ‘blackouts’ (epilepsy), or that it was not a result of violence in the home, or from self harm from an episode of depression, for example. 

The appropriate exchange of information between treating doctors is necessary if they are all to stay in the same health care loop in respect of the patient.   The narrow definition of ‘primary purpose’ threatens the GP’s role as the coordinator of the management of the patient’s health.  GPs need to receive information back from consultants to whom they have referred a patient, and consultants need to obtain additional information from GPs, and enter into discussion about various aspects of a patient’s health care, not only the condition for which the patient was referred.

Reports from doctors indicate that some hospitals, now aware of the privacy obligations, are prohibiting doctors from forwarding a discharge form to the GP without the patient’s specific consent. This is a clear case where the patient should be required to ‘opt out’ and state they do not wish this to occur, in order that the expectations of patients generally and the management of their health care is not compromised. Good clinical practice requires the treating medical team to be privy to all relevant medical history and information about the patient.

Under the current law it is a breach of privacy for a hospital specialist to speak about a patient’s case with another specialist on a collegiate basis, or to speak to another member of a treating team about other aspects of their patient’s health. That is, implied consent cannot be assumed in these situations. In the interests of quality care it is submitted that a patient who wishes to restrict the sharing of their health information to a treating team, or restrict the information to be available to members of a treating team, should make the specific request so that the patient can be warned of the possible health consequences of the restriction.

Not all medical encounters are face-to-face. Compliance by those doctors who do not necessarily see their patients is often difficult. It can discourage pre-emptive investigations. In particular, pathologists, and those radiologists and anaesthetists who do not necessarily see their patients at the time of collecting and using their personal information face these dilemmas. The use and disclosure of health information in order to investigate a suspected health condition is not always ‘directly related’ to the primary purpose of a presenting condition, nor might the unrelated health condition be reasonably contemplated by a lay patient.

By way of example, a GP might arrange a blood sample to be taken for a discrete purpose, such as to test for hormone levels, or say, infection. The laboratory telephones to inform the GP that the test indicates an abnormality in cell count unrelated to the condition being tested.  The GP provides the laboratory with a further history for the purpose of carrying out other tests on the blood sample. This is a breach of the NPPs, in the absence of obtaining the patient’s consent. Obtaining consent will result in delay and incur further costs, and could unduly and unnecessarily alarm the patient.

There are other implications to the narrow definition of the ‘primary purpose’. NPP 4.2 requires records to be destroyed or permanently de-identified if no longer needed for any purpose for which the information may be used or disclosed under the NPPs.  Such an application of NPP 4.2 would be contrary to some State legislation and inconsistent with best practice guidelines and some professional codes of conduct. 

The example of the patient attending a GP for a cut finger is apt. As soon as no longer reasonably required, NPP 4.2 requires the records to be destroyed. Yet the history of the cut finger might later, but not foreseeably, be relevant to diagnosis of epilepsy, domestic violence, or other conditions. 

To comply with their professional, ethical and legal duties individual doctors are required to widely define their purpose of collecting information and have their patient understand and agree to this, in order to ‘bundle’ the required consents to accommodate the necessary use and disclosure of the information in the interests of the patient’s health care. Whether doctors are sufficiently aware of or should be expected to be aware of the intricacies of the privacy law to properly meet the ‘bundled’ consent requirements is another issue. Otherwise, doctors are currently required to obtain specific consent of their patients before they refer to or use medical histories and other information they hold for the purpose of future episodes of care, which substantially interferes with the continuum of health care.

3.1.4
In summary

The narrow view of the ‘primary purpose’:  

· places onerous restrictions on the collection, use, and disclosure of patient information by treating doctors, obstructing the management of a patient’s health;

· interferes with the clinical and ethical judgment of doctors, whose duty it is to always act in the patient’s best interests; 

· undermines the primacy of the doctor-patient relationship (eg. by eroding the confidentiality imperative);

· could lead to a doctor breaching their duty of care to their patient, and expose them to a suit for damages;

· impedes the ability of treating doctors to consult with each other on clinically relevant information;

· poses particular obstacles for those doctors who do not necessarily attend their patients;

· could cause the premature destruction of medical records no longer required for a particular episode of care, that might be required later for other medical conditions.

The AMA submits that this is unwarranted, unworkable, costly and can result in privacy principles posing obstacles to good clinical and ethical practice. Studies support this submission.
 The experience of doctors since 2001 as reported to the AMA proves this to be the case. 
3.1.5
The solution

· That NPP 2 be amended to recognise that the ‘primary purpose’ of collection of health information by doctors is the ‘health care and well being’ of the patient;

· That NPP2(e) be amended to include ‘or in the case of a patient, harm to that patient’;

· The NPPs and the Guidelines be designed to reflect that the paramount concern of doctors is the health and well being of their patient.

3.2
Access to personal information

Submission Two

That the provision for patient access to their health records should incorporate exemptions where that access could cause patient harm short of a ‘serious and imminent threat to an individual’s life, health or safety’.

3.2.1 Access rights and potential harm

The AMA supports a person’s right to access information held about them. However, in the health care context, there are occasions where that access can cause harm to the patient or interfere with the therapeutic relationship. The relevant exclusion in NPP 6.1(b) requires that it ‘would pose a serious threat to the life or health of any individual’. This is too high a threshold to overcome the harm that might occur to a doctor-patient relationship or the patient. 

Mere risk of harm or the disruption of the therapeutic relationship is not sufficient to meet the exemption in NPP 6.1(b). This poses a serious problem for doctors such as GPs and psychiatrists in particular, in the proper provision of mental health care.

3.2.2
Protection of doctors’ private and preliminary thoughts

NPP 6 fails to protect the doctor’s private or preliminary views in the thinking processes required for full medical assessments, accurate diagnosis and the formulation of treatment programs. Patient access to these private notes exposes patients to less than optimal health care.

Assessment, diagnosis and treatment involves the doctor’s clinical judgment and often his or her thinking is assisted by aides memoire and consideration of differential diagnosis which should be private until the doctor commits to a professional opinion and management plan. 

For example, a doctor at the hospital emergency department, faced with a patient admitted with abdominal pain with no organic cause, might make a differential diagnosis of narcotic use for the benefit of the next doctor on duty. It is not in the interests of the patient to know that this diagnosis was considered or initially suspected. If the patient is able to access this note (and may thus take offence at such a differential diagnosis), it is likely that the doctor will not record it.

The problem for doctors and patients occurs particularly where mental health issues are concerned, and the recording of the doctor’s preliminary or tentative thoughts as consultations proceed and histories unravel. These are not expected to be correct while the diagnostic and treatment protocols are being worked through and access to the professional’s thoughts can be damaging to the relationship and treatment program, and the health of the patient.

Psychiatrists take down facts as described.  It might include hearsay but it is nevertheless important for the therapist to note it as told.  Whether the information is truthful or not might indicate something in itself. 

As part of the therapeutic process, psychologists and psychiatrists are trained to record their own reactions to their patients, and dynamic aspects of the doctor-patient relationship. The psychiatrist might note, for example, their own adverse or positive reaction to the patient, as the therapy is interactive.

It is not appropriate, nor in the interests of the therapeutic process, that the patient have access to such notes.  The therapist will not show the notes to the patient.  While patient access might not be life threatening it can disrupt the treatment.  

Further, the requirement in NPP 6.7 that the reason for withholding access to the information must be given to the patient may cause the very harm the health care provider seeks to prevent.

3.2.3
Carers’ need to know 

The access provisions together with restrictions on access to patient information fail to take sufficient account of the patient’s carer’s need to know information about the patient. Not only is a carer required to provide an appropriate environment for the patient being cared for, but may need to know what medication the patient is required to take, the patient’s condition on discharge from hospital, what problems they may encounter, and details of follow up appointments. Disclosure of this information to the carer is necessary for the patient’s ongoing care, whether or not the patient consents.  

3.2.4
Privacy of vulnerable patients

Children, no matter how young, the mentally disabled and the unconscious patient, have a right to confidentiality, and privacy requirements should not over-ride this. 

Difficulties can arise from a parent or step-parent having access to young children’s clinical notes in which a doctor has included suspicions in the course of an examination or consultation. For example, a doctor at an emergency department of a hospital is unlikely to make a note of a suspicion that a young patient is being abused by the patient’s parent, guardian, or relative of the guardian, so long as that parent or guardian is at liberty to obtain the notes. The next doctor on duty will not have the benefit of the surmise.

3.2.5
Abuse by lawyers and insurance companies

It is clear from reports to the AMA that patients’ rights to access are often abused by legal advisors and insurance companies who persuade their clients that they require the whole of their health records from their treating doctors. This ‘back door’ method of obtaining information for medico-legal or insurance purposes instead of following court or other appropriate protocols is an unintended consequence of NPP 6. We submit that it needs to be addressed. 

3.3
Family and social histories

Submission Three:

That the Public Interest Determination relating to family and social histories be made indefinite by incorporation into the NPPs.

It has been recognised that doctors are required to take family and social histories from patients without necessarily obtaining the consent of the family member or other third party. A Public Interest Determination (PID) has been made accordingly. The AMA urges that the PID be incorporated into legislation, as the PID operates for a finite period of time only.

In the absence of making the PID indefinite or incorporating its intent into the legislation, patient health will be put at risk. Where doctors fail to take comprehensive medical histories, they are exposed to litigation if a failure to diagnose results from an inadequate medical, family or social history. 


Doctors understand that such family history information will often be biased, limited, and of uncertain quality. However, the histories can often provide helpful indications that may be important to the health care of the patient being assessed.

In the mental health area, the collection of such information is also used to elucidate the nature of perceived family relationships between the patient and their family. The way in which the family history is told, and the emotional emphasis in the family history narrative, is important in understanding the patient in a holistic fashion. It is well understood by mental health professionals that such family history narrative will often have perceptual bias which is particular to the patient being assessed, and reveals more about the patient’s attitudes and emotional make-up than information about the family members mentioned. Leaving aside the impracticalities of obtaining third-party consent, should the family member’s consent be required, or should the family member access and correct the information, the value of the collected information would be lost.

3.4 Security of E-health records

The AMA has consistently restated the need for significant patient safeguards in relation to consent in the setting of electronic health records. The push to make profits in GPs’ practices bought by corporate interests raises the risk of inappropriate ‘data-mining’ of personal data for commercial purposes. Governments are sometimes inattentive about such issues and there is a potential for data linking between government departments and agencies. The potential insecurity of information held on-line and the speed with which it can be disseminated are causes for concern.  

The AMA makes three points in particular about electronic health records:  

First, there is an absence of national standards for the secure storage and transmission of health information in an electronic environment.
 This is a matter than can only be addressed at the Federal level.

Secondly, stronger provisions and greater resources at the Federal level are required to properly address the security of electronic health records, and to prevent corporate misconduct for the on-selling of health data. For example, questions arise about whether so-called de-identified material is genuinely de-identified, and how easily can it be re-identified.  

Thirdly, the AMA is concerned that the Federal Privacy Commissioner is not represented on a range of key national electronic health initiative forums including those related to the National Health Transition Authority and HealthConnect. The protection of privacy in an electronic environment is critical to the progress of such initiatives and covers a wide range of issues. The expertise of the OFPC should be available to all stakeholders through these forums.  

Broadly technology is not the barrier to the implementation of electronic health records.  Policy issues around privacy have proven to be the most challenging. A failure to resolve these issues to the satisfaction of the medical profession and their patients represent a potential barrier to progress.

The key issues for the medical profession are:

· the capacity to adequately protect the privacy of their patients’ health information; and 

· that the new technology does not impinge on limited practice resources, particularly time/human resources, in an environment of workforce shortages and increasing patient demand.

In this context the OFPC can provide the necessary expertise to contribute to policy development around key issues including, the development and use of a national patient identifier, consent processes in an electronic environment, the purpose and uses of data collected by electronic means in health settings, data linkage, and importantly, a nationally consistent approach to privacy protection in an electronic environment.  Key issues relating to whether systems or underlying fundamentals, such as the national patient identifier, should be opt-in or opt-out and proposals that an electronic health record ‘enabler’, the national health identifier, replace the functions of the Medicare number, are currently under discussion.  Decisions in this regard will have significant implications for both doctors and patients. It is our view that the Federal Privacy Commissioner must participate in this debate.

The Federal Government has suggested that the Privacy Act will be amended to ‘fit’ with the proposed design of specific electronic systems.  The electronic system design should not drive the privacy regime.  Privacy of personal health information in an electronic environment must be developed and incorporated during design stages of electronic systems.  The presence of the OFPC in these key forums will contribute to confidence of stakeholders that privacy has been a key element addressed throughout system and related policy development.  

3.5
Exemption of media to comply with privacy legislation

Submission Four:

That the current media exemption to compliance with the private sector provisions of the Act be removed.

The AMA recognises that freedom of speech and the right of the media to publish information must be protected. However, totally exempting the media from privacy law seriously undermines the protection given to individual privacy by the Act. It has been forcibly put to the AMA that the medical profession should not be treated any differently under privacy law to any other profession, notwithstanding that the application of some aspects of the generic privacy law conflicts with good clinical practice. Yet, a total exemption applies to the profession of journalism. 

Mental health service providers are particularly aware of the impact on their patients of the media not being bound by the privacy laws. The media can report mental health matters and take photographs in a way that is stigmatising and invades patients’ privacy. Information is too readily obtained from the police, who have a legitimate and lawful reason to collect it.

The reporting of admission of a person to a psychiatric hospital and of their treatment for an identified psychiatric illness, for example, not only invades the privacy of the person concerned but also that of other patients in the hospital. The media invasion of a particular facility in Sydney severely disrupted the delivery of clinical care and resulted in other patients avoiding admission because they were concerned about the risk of being photographed by reporters covering the story.

The media in general does not have as strict a code of regulation as that of the health professions, and yet it is free of privacy law regulation. We seek that the exemption be removed, and that the media be subject to privacy law when dealing with personal health information of individuals, subject to appropriate exemptions to ensure that the public interest is properly served. The present situation puts public curiosity ahead of an individual’s right to privacy. The media has not proved responsible in the regulation of their own conduct in this respect, particularly when reporting on the mental health of particular individuals that is often revealed in sensationalised media stories. 

4.
OTHER MATTERS OF CONCERN

4.1 Children’s privacy

The AMA strongly urges that the issue of children’s privacy be addressed in this particular Review, and that the various submissions on this issue be reported to the Attorney-General, notwithstanding the exclusion of the matter from the Terms of Reference. 

Children’s privacy is a central part of the review of NPP 2 on use and disclosure, specifically NPP2.4, that deals with disclosure of information to a person who is responsible for the individual. This might require the information to be disclosed to a third person where the young patient’s parent or guardian does not speak English. 

The AMA is particularly concerned that the Australian Government is developing legislation to give parents access on request to all information held by the Health Insurance Commission (HIC) concerning their children aged less than 16 years. The Government believes that, in the ordinary course of events, parents should have a right to access information about their children, especially when it relates to their children's health and welfare. It states that the parents' right of access to their children's Medicare records should apply irrespective of whether children have their own Medicare Card.

The adverse consequences of this legislative proposal may outweigh the benefits. In circumstances where the parent wishes to access their child’s records without the consent of the child, there is a risk that legislating to grant access to such records may adversely affect the relationship between the young patient and his or her doctor.  It could discourage some young people in need of help and advice from attending their doctor or being candid in the consultation. 

In order to make a proper clinical diagnosis and recommend appropriate treatment, a doctor must receive honest and complete information from the patient. For example, if a young person feels that his/her records are not confidential, he/she may refrain from informing the doctor that they are sexually active, smoke, use alcohol, etc. The doctor is then making a clinical diagnosis and treatment recommendation based on incomplete information.  

Compared with the rest of the community, young people often experience difficulty in accessing health services. No further barriers should be placed on this.

The AMA believes that if parents have concerns regarding health services that their children are accessing, then they should discuss this with their children. 

We believe that, where possible and developmentally appropriate, doctors should afford young people the same respect, rights and responsibilities as older patients.

If a young person is able to make autonomous decisions regarding medical treatment, and wishes that treatment to remain confidential, then their doctor must respect and maintain that confidentiality. 

4.2 Privacy of genetic information

Whilst recognising that there has been a recent inquiry into the use of human genetic information, jointly run by the Australian Law Reform Commission (ALRC) and the Australian Health Ethics Committee (AHEC), the application of the Privacy Act to the use (and protection of) human genetic information should not be excluded in this Review. 

The ALRC/AHEC inquiry was extremely large and we fear that many stakeholders would simply not have had the time and resources to sufficiently address how the Privacy Act impacts on the use of genetic information, in light of everything else addressed in the inquiry.  

Also, the final opportunity for stakeholders to make submissions to this particular inquiry was November 2002 (DP66 Protection of Human Genetic Information), with the final report being released by the ALRC/AHEC in March 2003 (Report 96. Essentially Yours. The Protection of Human Genetic Information in Australia). The private sector provisions of the Privacy Act had not been in place long enough for stakeholders to make a serious assessment as to how those provisions impact on protection of human genetic information. 

The AMA recommends that the impact of the use of genetic information on the private sector provisions of the Privacy Act be addressed as part of this Review.  

4.3 Exemption of political organisations

The Privacy Act exempts political organisations in wide circumstances from its ambit. Political organisations can breach a patient’s confidentiality when that organisation determines it is in the public interest. This needs to be reviewed. 

In their push to win voter support politicians can and do invade the privacy of individuals. The abuse of their leadership role in this respect devalues the importance of privacy law.

This abuse can occur outside the protection of parliamentary privilege. For example, a Federal Senator who is an anti-abortion campaigner gained access to a woman’s medical records against her wishes. The woman had been a patient of the Royal Women’s Hospital in Victoria where she had a termination of a 32 week-old foetus on health grounds. The Victorian Coroner’s court had ruled it had no jurisdiction to inquire into the death of the foetus. The Senator sent the records to the Victorian Medical Board requesting an investigation into the conduct of the doctor who carried out the procedure. The patient was still receiving psychiatric treatment. She objected to her medical records being used and disclosed in this way. The distressed caused to her could only exacerbate her poor state of health. 

4.4 Medical research

Submission Five

All medical research should be regarded as relevant to ‘public health or public safety’. The exemption to the requirement to obtain consent when it is ‘impracticable’ to do so should include when it is not viable (that is, so inconvenient or unprofitable that the research would be hindered).  

The AMA is concerned about the narrow view taken under the NPPs of when consent can be dispensed with in the interests of medical research.  Under this heading we deal with the narrow view that has been taken of what falls under ‘Medical research relevant to public health or public safety’, in the exemption in NPP 10.3 and when it is ‘impracticable’ to obtain consent for the purpose of using information for medical research.  

‘Public health and public safety’ should not be construed as referring only to such matters as ‘communicable diseases’ and ‘polluted waterways’.  Research that might improve the health of any one or more individual is relevant to public health. The AMA submits that there should be no restriction of the NPPs implied in this regard.

All medical research is approved by a properly constituted ethics committee which follows guidelines developed by the Australian Health Ethics Committee (AHEC) of the National Health and Medical Research Council of Australia.  AHEC’s National Statement on Ethical Conduct in Research Involving Humans is referred to the Minister for approval under the Council’s enabling Act.  It is then published by the Council and issued as Public Policy.  It deals with matters of privacy as well as the range of other ethical matters relating to research.  The Statement, amended from time to time, is drafted after a wide consultation process takes place in accordance with the Act.  It is the key document under which all medical research takes place. 

The narrow view taken of what is valid medical research for the purposes of consent requirements under the NPPs interferes significantly with the medical training protocols of private hospitals, which are today, often teaching hospitals.

It is impractical (because of inconvenience and cost) to get consent from the thousands of patients for statistical purposes, and cruel when usually the consent needs to be obtained often just after the patient has received devastating news of their condition. 

In order that important medical research is not obstructed by a restrictive interpretation of the NPPs, it would serve the public interest better to state that ‘impracticable’ includes ‘not viable (that is, so inconvenient or unprofitable that the research would be hindered)’.

5.
COMMENTS ON MATTERS RAISED IN THE ISSUES PAPER

5.1
The need for harmonisation of Australia’s privacy laws

At page 18 of the Issues Paper questions are asked whether the Government’s aim of national consistency in privacy regulation is being achieved.

The AMA’s answer is ‘No’, for the following reasons:

· The NPPs add to the ‘mish-mash’ of State and Territory privacy legislation and cut across Health Records legislation; 

· The NPPs leave gaps by exclusion of their application to the media and, in most circumstances, to political organisations;

· There are examples where States do not adequately regulate State Government bodies. There is the published example of a member of a Victorian State Coroner’s court, mentioned above in this paper, who provided a patient’s health record to a Federal Senator;

· There is no national standard as to the electronic handling of health information, and various and inconsistent legislative provisions exist on the storage, transfer and disposal of medical records;

· The ‘one size fits all’ approach to privacy does not take account of specific needs relevant to the health sector; eg the special position of medical records as well as the doctor-patient relationship, inherently based on confidentiality. It incorrectly assumes that the sanctity of the doctor-patient relationship is akin to the retail commercial-customer/consumer relationship. 

The AMA urges a nationally coordinated or unified national privacy and health records legislation. The ‘mish-mash’ of privacy and health specific privacy legislation is confusing to both doctors and their patients.  

In particular, clarification of the status of the NHPC, its content, and where it fits into the various jurisdictions’ legal frameworks is required. The OFPC should play a leading role in guiding the direction of the NHPC initiative. 

5.2
Protection of the consumer

At page 21 of the Issues Paper the question is asked whether the private sector provisions adequately protect individual privacy in the light of current developments in technology.

The AMA’s answer is ‘No’ for the following reasons: 

· The OFPC has insufficient resources to investigate and take action in respect of privacy breaches in the handling of electronic records;

· Advances in technology will inevitably outstrip the electronic security capability, and the OFPC has neither the powers nor the resources to properly deal with this; 

· The exemption of media and political organisations causes unacceptable infringements of privacy in a technological environment where personal information can be accessed quickly and easily. 

5.3
Community awareness of the OFPC 

Page 28 of the Issues Paper refers to the community’s awareness of the OFPC. It is important to note that the AMA still receives complaints from patients about doctors, which are relevant to the privacy legislation (for example, a complaint about a doctor not permitting patient access to their medical records). In many cases, it’s possible that the patient is not aware that their complaint would be more appropriately handled by the OFPC. Sometimes the patient contacts the AMA (or relevant medical/health bodies such as medical boards or Health Care Complaints Commissions) in addition to lodging a complaint with the OFPC, perhaps because they feel that the OFPC cannot or does not respond to their complaints in a timely or satisfactory manner. 

5.4
Information and statistics 

At page 31 of the Issues Paper reference is made to information, statistics and case studies about the community’s ability to exercise their rights.

It would be helpful for the medical profession if the OFPC collected demographic information relevant to complaints against doctors. Such information would help identify where the medical profession is not adhering to the privacy legislation (and thus require a greater educational focus) and/or where patients are making erroneous complaints against doctors (and thus, require more community awareness of privacy rights in those areas).  

5.5
Bundled consent

At page 32 of the Issues Paper the issue of ‘bundled consent’ is raised. The practice of ‘bundling’ consents by doctors who are trying to comply with the consent requirements of the legislation will inevitably occur so long as the concept of ‘the primary purpose’ for collecting information in NPP2 is taken to relate to an episode of care. 

If, on the other hand, the ‘primary purpose’ in the health context, were the health and well being of the patient, there would be no need for doctors to collaborate with their patients to ‘bundle’ a series of consents. 

Instead, doctors could, in collaboration with their patients, obtain their patients’ consent to use and disclose the information collected as necessary in the course of the ongoing health care services provided. This does not preclude the patient from limiting the use for which health information will be made, as has always been the case.

5.6 Code applications
At page 39 of the Issues Paper mention is made of the few applications for code approval. In the case of the medical profession there is not much point in it developing its own privacy code when the code must incorporate the minimum standards set by the NPPs. As mentioned above, the medical profession is having difficulty incorporating the generic NPPs into their privacy practice in the health care context. Further, the NHPC is being developed by AHMAC. This process essentially removes the opportunity for the medical profession to develop its own code. 

5.7 The need for appropriate funding for educational initiatives 

At page 54 of the Issues Paper comment on other issues is invited. We have taken the opportunity of raising other issues in the main body of this submission. However, in addition we mention that any changes to the legislation and/or the functioning of the OFPC need to be supported by appropriately resourced education initiative for both the public and specific business groups.

Any educational initiatives, or changes to relevant sector guidelines produced by the OFPC, must entail appropriate public consultation and funding resources. 

The AMA has successfully run privacy educative programs for doctors and would like to be involved in any education initiatives directed at the health care sector, particularly medical professionals, should the Privacy Act change in relation to this review and/or if the Guidelines on Privacy in the Private Health Sector are revised. Inadequate knowledge of the NPPs and these Guidelines can lead to overly cautious clinical practice which may, in turn, adversely affect patient care. 

We recommend that even if the NPPs do not change another education initiative would benefit the medical profession and their patients by maintaining awareness of the privacy legislation and the rights and obligations it incorporates. 

Another important issue relevant to this review is whether the cost of compliance to any change in the NPPs has been factored as yet. 

6.
CONCLUSION

The AMA puts these submissions in the hope that genuine consideration will be given to amending the private sector provisions of the Privacy Act 1988 so that the application of the NPPs as they apply to the medical profession will continue to allow good privacy practice to form part of best clinical practice. This is in the interests of patients and the community as a whole.

The AMA would be happy to elaborate on these submissions further, if required, and answer any questions.

We thank you for the opportunity of participating in this Review.

The Australian Medical Association 
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42 Macquarie Street 

BARTON ACT 2600

Ph: (02) 62705400
� NPP2.1 states, as it applies to sensitive information, that an organisation must not use or disclose personal information about an individual for a purpose (the secondary purpose) other than the primary purpose of collection unless the secondary purpose is directly related to the primary purpose of collection and the individual would reasonably expect the organisation to use or disclose the information for the secondary purpose. Subject to other exemptions, consent is otherwise required.


� Australian Institute of Health and Welfare (AIHW) studies. Support can be found for the need to widen the meaning of ‘primary purpose’ in the context of the collection of health information by health providers in the joint report of the University of Sydney and the AIHW of the national BEACH (Bettering the Evaluation and Care of Health) survey of general practice activity.  


The report “General Practice Activity in Australia 1999-2000’, at xiv found that General Practitioners (GPs) could record up to four problems at each patient encounter.  


At 2.5 (p.7) of the report is a diagrammatical BEACH relational database illustrating that reasons for encounters have only an indirect relationship with problems managed.  








� The NSW Health Records and Information Privacy Act 2002 Act, for example, requires express consent by an individual before their health information is included in electronic health records. It also expands the definition of ‘personal information’ to deal specifically with personal genetic information. 





� As reported by Dr Bill Pring, Chair, Mental Health Privacy Coalition, 18 February 2004
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